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Sub: DIT - Uniformity in designing Govt. websites as
per the guidelines issued by the Dept. of Personnel,
Public Grievances & Persons, New Delhi - Circular - Reg.

With reference to the subject cited above, Department of Personnel,
Pubic Grievances & Persons, New Delhi has communicated a copy of the
“Guidelines for Indian Government Websites” to this Administration to ensure
uniformity in the quality of content and enhancement of overall usability and
functionality of the website. Based on this document, & copy of the abstract
on the “Guidelines for Indian Government Websites” is enclosed for easier
reference towards designing the Government website in a uniform manner. A
“Guidelines for Indian Government Websites” is available in the website,
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ABSTRACT ON THE “GUIDELINES FOR INDIAN GOVERNMENT WEBSITES”

GOVERNMENT OF INDIA IDENTIFIERS

Identity

The National Emblem of India MUST be displayed on the Homepage of the websites of
Central Government Ministries/Departments. State Governments should also display
the State Emblem. The Homepage/all important entry pages/subsequent pages of the
website MUST display the ownership information, either in the header or footer.

The lineage of the Department should also be indicated at the bottom of the
Homepage and all important entry pages of the website. For instance, the footer may
state the lineage information, in the following manner:
a. Website belongs to Department of Heavy Industries, Ministry of Heavy
Industries and Public Enterprises, Government of India’
(for a Central Government Department).
b. "This Website belongs to Directorate of Information Technology, State
Government of Puducherry, India’
(for a State Government Department).

In case of those websites which belong to Inter-Departmental initiatives involving
multiple Government Departments which are difficult to list on the Homepage, the
Government ownership should still be reflected clearly at the bottom of the page with
detailed information provided in the 'About the Portal/Website' section.

The page title of the Homepage (the title which appears on the top bar of the
browser) MUST be complete with the name of the country included, for instance,
Government of India, Ministry of Health & Family Welfare. In case of a State
Government Department, it should state '‘Department of Health, Government of
Puducherry, India .

BUILDING CONFIDENCE

Content Copyright

The information, material and documents made available on an Indian Government
website MUST be backed up with proper copyright policy explaining the terms and
conditions of their usage and reference by others. However, since it is a duty of a
Government Department to provide all the information in the public domain freely to
the citizens, the Departments should aim to have a liberal copyright policy. In cases
there is no restriction on its reproduction, the copyright statement may be worded as
follows:

Sample: Copyright Statement

"Material featured on this site may be reproduced free of charge in any format or
media without requiring specific permission. This is subject to the material being
reproduced accurately and not being used in a derogatory manner or in a misleading
context. Where the material is being published or issued to others, the source must be
prominently acknowledged. However, the permission to reproduce this material does
not extend to any material on this site, which is explicitly identified as being the
copyright of a third party. Authorisation to reproduce such material must be obtained
from the copyright holders concerned.”

In cases where the nature of information/document calls for a restriction on its
reproduction, the copyright statement may be worded as follows:

Sample of alternate Copyright Statement

"Material on this site is subject to copyright protection unless otherwise indicated. The
material may be downloaded without requiring specific prior permission. Any other
proposed use of the material is subject to the approval of (name of Department).
Application for obtaining permission should be made to (email address of the
concerned Department).”

The Departments should also be sensitive towards publishing any information having a
third party copyright. The Government Departments MUST follow proper procedures to
obtain the permission, prior to publishing such information on their websites.



If any published Government Document/Report is being reproduced on any website,
whether as excepts or in full, the source of the same i.e. Full Title of the
Report/Document along with the name of the concerned Department and year of
publication MUST be provided.

SCOPE OF CONTENT

Information in Public Domain

An Indian Government website ought to have the following kinds of content:

a) Primary Content: Primary content shall be the original content that is
sought by target audience of the website which could be citizens, business
community, overseas citizens or other Government Departments or even
Government employees.

b) Secondary Content: Secondary content is generated from the assortment,
packaging of primary content to suit the requirement of different audience,
events and occasions.

c) Tertiary Content: Information about the 'Primary’ and 'Secondary’ content
forms a part of the tertiary content.

Departments should compile their own list of contents/ sub contents which they feel
should be in public domain or needed by their intended audience/registered users. A
generic list of content is given below:

Generic List of Content

Primary Content

Long Term Value

About The Ministry/Department/State
Programs & Schemes

Documents & Forms

Services

Sectoral Profile

Regional Profile

Contact Information

Short Term Value

News

Press Releases
Tenders
Recruitments

Secondary Content

Special Interest Group/ Audience
Specific Views

Events / Announcements
Discussion Forum

Spotlight

Related Links

Greetings

Advertisements & Banners

Tertiary Content

About The Portal

Sitemap

Search

Terms and Conditions

FAQ

Feedback (General / Content Specific)
Help

Registration

Content Contributor

Source & Validity



QUALITY OF CONTENT

Citizen Orientation

Intended audience to the Government website could be Citizens, Businesses,
Government Departments as well as Government employees. Following are the
guidelines towards the same:

The content MUST be selected keeping the audience in mind, equal emphasis should
be given to the way it is written and presented on the web. Content aimed at the
common public should be written in simple language so that people from diverse
professional, educational and demographic backgrounds can easily comprehend the
same.

Homepage of the website should be designed carefully and effectively to provide a
good interface for the citizen. Homepages should ideally not feature photos of
individuals and photos of office bearers of the department may be appropriate on the
“About Us" or "News" page.

In order to gauge the content requirements of the citizens, who are the prime target
audience of any Government website, Government Departments may use following
means to determine the best way to identify and package information for citizens and
other stakeholders.

Discussion Forums.

Customer satisfaction surveys.

Online feedback from citizens.

Analyzing website usage reports, including search terms and statistics.
Usability testing and research.

DESIGN ( For the Developers)

Page Layout
Page Layout is a significant consideration in the overall design interface of any

website.

o A consistent page layout MUST be maintained throughout the site. This means
that the placement of navigation and text elements should be uniform across
the website.

o Most important elements should be visible on the first screen and should not go
inside a scroll.

o Focus should be laid on a few important elements of the page, so that the
visitor may be guided to those portions, which deserve most attention.

o There should be a clear demarcation of components. This can be guided by the
Information Architecture where information of one kind is grouped together
and presented visually at one point in the page.

Graphics Buttons & Icons
Buttons and icons are symbolic representation of objects /actions that can be applied
to objects. They can hold the users attention, add interest to a website and quickly
convey information. They are also free from the barriers of language.
o While using national identity symbols like Flag, National Emblem etc., it MUST
be ensured that the images are in a proper ratio and colour.

o The graphic elements like buttons and icons should be simple and their
meaning and symbolism should be self explanatory and relevant. This simply
means that an icon should look like what it means.

o Buttons and Icons should be large enough to be distinguishable on a high-
resolution monitor, since the display size of components decreases with the
increase in the screen resolution set by the user.

o Graphics should not be used to present major content in an alternative style as
those using text only browsers shall not be able to access the information thus
rendering the site inaccessible to many. Wherever a graphic is used meaningful
‘alt text’ must be given



Typography
The content of the site should be readable with default standard fonts.

o Fonts like Verdana and Georgia that are suited for screen viewing may be used.
Text that must be in a particular font for reasons such as branding may use an
image and provide the same as Alt text.

o When using Regional language fonts the page MUST be tested on major
browsers for any inconsistency (loss of layout). Further, links to download the
font must be provided to the visitors.

o Italic fonts are not legible in small font sizes. All capital characters and italics
should be used sparingly as they hinder legibility in big blocks of text.

o It is author's responsibility is to create Web content that does not prevent the
user agent from scaling the content effectively therefore Except for captions
and images of text, text MUST be resizable without assistive technology
without loss of content or functionality.

o Font properties should be such that the text MUST be readable both in
electronic and print format and the page MUST print correctly on an A4 size
paper.

Colour

o There MUST be adequate contrast between text and background. Using

combinations like red text on blue background makes the text unreadable.

o Use of colour should depend on the type of target audience. For example, a
site for children may use bigger fonts and bright colours to grab the attention
of kids while a site designed for researchers and academicians should focus on
content with subtle use of colours.

o Websites should ensure the colours used for text and graphics look good on a
variety of platforms, monitors and devices by selecting them from the 216-
colour web-safe palette

o Designers MUST ensure that all information conveyed with colour is also
available without colour, for example from context or markup.

Images

Use of images should be limited

Images should be created in an appropriate format

Size of image files should be minimized

Images should be made Accessible - A meaningful explanatory text description
MUST be specified for images, graphics and other non text elements using the
ALT attribute. The ALT text for an image is displayed before the image is fully
downloaded and also when cursor is over the image.
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Audio, Video & Animation
The use of audio video clips in a website can enrich the content and render the
communication more effective for the visitor, however, the following guidelines
should be followed while including audio/video clips on the website.

o Download Details for Video and Audio Clips

o Text Equivalents for Video and Audio Clips

o Animations

Consistent Navigation

Consistent navigation makes it easy to use a website since a visitor does not need to
understand or remember different navigation styles for different sections. Therefore
to promote ease-of-use for all citizens, Government websites must have a navigation
scheme that is used consistently across the website. The organisation and navigation
scheme of the content in the website should be either categorised by subject (topic,
tasks, services, life events), by audience group, by geographic location, or by any
combination of these factors. The navigation should not be based on the Department's
organisational structure, as it will render the content from the Governments’
perspective rather than the visitors. Web information managers should analyze the
wants and needs of citizens and other intended target groups when organizing the
content of Government websites.




o It MUST be possible for a visitor to reach the Homepage from any other page in
the website.

o The positioning and terminology and navigation scheme used for navigation
items MUST be consistent across the website.

o Navigation items of the same type should look and behave the same way. For
example, if a set of pages on one topic has subtopic links in the left navigation
bar, pages on other topics should also have subtopic links in the left navigation
bar that look and behave identically.

o Links to under construction pages MUST be avoided as far as possible.

o Each page MUST be a standalone entity in terms of ownership, navigation and
context of content.

o List of all levels between the homepage and current page should be provided
on each page.

o Navigation to external websites should be enabled in such a manner that the
external website opens in a small sized browser window. This is to ensure that
the context remains on the screen for the visitor.

Search

"Search” is a standard facility on any website now as visitors expect to be guided to
the desired information and service through an easy to use search facility.
Government websites MUST include either a "search” box or a link to a "search” page
from every page of the website.

Site Map
The citizens visiting Government websites need to be able to find the information and

services they seek, as easily and quickly as possible. A site map represents the
structure of a website, textually as well as graphically, on a single page. A proper
'Site-Map' can provide a convenient and easy-to understand view of the contents in the
whole site. It also facilitates quick access to the information that the citizens want.
Every Indian Government website MUST have a 'Sitemap’ link to Homepage as well as
all important entry pages of the site.

Frames

Each frame is built as a separate HTML file, but with one "master” file to identify each
frame. When a user requests a page with frames, several pages are displayed as
panes.Use of frames must be minimised as many search engines do not index framed
web pages properly, however if frames are used each frame MUST be titled to
facilitate frame identification and navigation.

DEVELOPMENT (for the website developer)

Mark-up Language : Indian Government websites/web documents/pages/forms should
validate to following published grammars:

o HTML 4.01

o XHTML 1.0

o XML1.0

Web pages should be tested for compliance with validation tools such as W3C mark-up
validator.

Cascading Style Sheet : Indian Government websites MUST use Cascading Style Sheets
as much as possible to control layouts/styles.

Scripting Languages : Scripting languages are an easy and fast means to enable or
include more controls in WebPages. They can be implemented either as server side
scripting languages using PHP, JSP, PERL and ASP or as Client side scripting language
using JavaScript, Jscript.

o Server side scripting languages should be preferred over client side since client
side scripting may face issues of browser incompatibility, scripts being turned
off by browsers, security etc.

o It MUST be ensured that pages are usable when scripts, applets, or other
programmatic objects are turned off or not supported. If this is not possible,
provide equivalent information on an alternative accessible page.

File Formats :
When choosing file format(s), Departments should consider:
o Intended use of the material
Frequency of use
Accessibility of the format and
Level of effort and time required to convert the material 1o the specific
format.
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Validation & Testing
Websites should be validated and tested with automatic tools and human review.
Human review can help in issues like ensuring clarity of language and ease of
navigation.
Following are some important validation methods that may be followed:
a) Departments may use automated accessibility tool and browser validation tool.
a. Validate syntax (e.g., HTML, XML, etc.)
b. Validate style sheets (e.g., CSS)

b) Itis a MUST that Indian Government websites are tested for multiple browsers
and versions of browsers, operating systems, connection speeds, and screen
resolutions to ensure access by all.

c) Use of a self-voicing browser, a screen reader, magnification software, small
display, etc.

d) Use spell and grammar checkers. Eliminating grammar problems increases
comprehension.

e) Review the document for clarity and simplicity. Readability statistics, such as
those generated by some word processors may be useful indicators of clarity
and simplicity. Better still, ask an experienced (human) editor to review
written content for clarity.

Web Application Security

Web Application security is of paramount concern to owners as well as consumers of
the website. A lot of security threats are handled at data centres and server
administrator level where the application is hosted.

Application developers should however be sensitive about security aspects, as a lot of
security threats arise due to vulnerability of application software code. Best Practices
to follow while developing web applications using various technologies are available on
CERT-IN website (http:// www.cert-in.org.in) as well as in internet space. Developers
should read, understand and follow these Best Practices during development. NIC as
well as CERT.IN have empanelled a number of agencies to conduct the security audit
of applications.

o Each website / application MUST undergo a security audit from empanelled
agencies and clear the same, prior to hosting and after addition of new
modules.

o Department MUST formulate a security policy to address of various security
issues related to the website.

WEBSITE HOSTING

Hosting Service Provider
Indian Government websites MUST be accessible to the public in a fast and secure
manner on 24x7 basis. It is important that the Web Hosting Service Provider (HSP) for
a government department be chosen with extreme caution and care and the following
have to be kept in mind:
a) The HSP MUST possess state-of-art multitier security infrastructure both at
physical and network level as well as security policies to ensure the best
possible security to Government websites.

b) The Web Hosting Service Provider MUST also use devices such as firewall and
intrusion prevention systems to make the website more secure.

c) The Web Hosting Service Provider MUST have a redundant server infrastructure
to ensure fastest restoration of the website in the event of any unforeseen
hardware/software failure.

d) The HSP MUST perform regular backups of the websites. It is also advisable to
conduct a mock test of restoration of data once in a while to plug any
loopholes.

e) The HSP MUST have a Disaster Recovery (DR) Centre in a geographically distant
location and a well drafted DR plan for fast restoration of the services during
any disaster.

f) Provision should be given to the concerned Department to remotely update
their website in a secured manner.






