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Mr. HONG Sunglin

Digita I Crim-" Of iicers

cybercrime Directorare

INTERPOL Adv;nced Mallvare Analvsis Training on 19 23 February 20:18 in Manila, Philippines 6nd

on 26-30 March 2018 in Lyon, France

Followlns the two w€ll received training sessions on Maiware Analyss in 2017, the INTERPOI

Cybercrime Directorate is pleased to present two more training sesslons on Advanced lvlalware

An:lysls to be held in 2018 to nleet the huge demand of nrernber countries:

' Session 1 to be held on 19-23 Febfudry 2018 tn Manila, Phi ippines
3 Session 2 to be he d on 26-30 March 2018ln Lyon, France

The .bove two tfaining sessions hav€ simil€f conrents and strLrcture, and wi I be suppofted by Trefd
[4icro in capacity of partner of NTERPOI- v/ith their exrens]ve experrise irr the area of cybersecurty
.nd malw.re analysir.

1. Aims & Objectives

The aim oi thk tralnlng is to ofl€r
technlques- The tfainifg co!rse will

o Malwareclasslficallon

an adv.fced evel of knowledge on ma wafe .ni ysis tools and

foc!s on est:blishlng know edge and ski seis on:

Static malw.r€ analysis tools ind techntques

Behav ora malwife analysis tools and techniques

Attack scefarios and techniqu€s

Ransomware and behavioralaralys s

Onl ne banking maJwafe

A signlfl.ant part of th€ trainlng course willfocus on pract c:l exefc ses on above topjcs_
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2. Prerequ siles fo- o.rrl ciP?n.s

ThGtlajnlnEcour'elvilbeanadvanceotraIjng;pafticipant5shou|dbepractit]onersincyberclime
invesiigation and possess the following rkills:

i l-terrel funddrenia '
> aan explaif llegai aciiviiv and hafmfu iiiormaiion n Inierner-

t can expla n the followlng mechanis s of Iniernet:

" lP address, DNs (inc uding WHoIS)

' Access of lveb 5ite, e_mail sending/r€ceiving' ro e of servers

' lnt€rnet connections {mobile, Wr'Fi' iSP)

' Encrvpted connections (HTTPS/sSH)' P2P connectrons

> can !nderstand overvi€w of network irom standard specification document

> Can as5€ssment networkbvthe comnrand of PinC/ tracerout€/ ipconfig/ te net

> can tfac€ network traffic with extracted network pacKers

> Can evalLraie re transmlssion packets by tools

> Can exp.in cre.libility of information, when identiiy lP address

> Can record soitwafe service bv bann€r grabbing

.a oben source lnielliEence {oslNTl

> Can search vr'ith Boolean op€ration on search €nglnes

z ".1"a wr.'U'lo adon edr '' 8_e
such as social n€twork,

> Can ana yze the fact for idenilflcation from multipLe daia soufc€s

blog/forum, geo locationallnfonnation' image/video and so on'

> can irace bick to ihe ftcifrom forged contefts

.:" Maiware Analvss

> General knowledge on malware classiiicaiion

2 Ulderstand basicactiviiles and b€haviofs ormalware'

> Can eva uaternd3na vze malwafe Denaviorwjlh comparlng dlfference between b€fore/zfter'

> Gn an3 yze ma war€ ag:lnst camouflaged de€eivlns

> Know auto start mechanlsms (such as RUN, Task schedule ln windows)for programs'

L LanguaBe

i* ir","'"* r,,,* *"orcted in English onlv Please note thatthere willbe no jnterpretation servrces

Participants must be from law eniorcement agencies that deal with the investigations of cybercrrme

or othef technologv enabled crimes or sp€cialists in digital forenslcs that meet th€ requirements

5. CaPacitY

ri 
" 
*p".iti i. titit".ito zo slotsfor Nlanila session and llislois for Lvon session' and regist'auon will

be handled on a first_come first'serued basis

f there is mor€ than one nominatjon irom a rnember coLrnlry' the acceptance of the second and

subseqLrentnomlnatlonswillbesubjecttocapaciivafterihedeadlineofr€gistration.
lconfirmation ofacceptanceor rejectiontothe r€gistration w!llbe s€ntto NCB and the appLlcant'

We may transfer participants registered for Manjla session to Lyon session given it is agreeable oY

participants if we rei che.l the maxlmus capacliY for Manila session'
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,: lfe assessment oi tr:irlees
' pr'€'assessment will re conduct€d to rr!.r:

,, o. -..6ap,ri rr o.
i rli.ated in th-" reg stratior iorn lo proceea ti: i

fari cip6nts w ll be responsible for .ovefrng

acconrmod:tion, meals and dny addition.i or

opl ,ll '- ; - 
")l 

d.' .e doo.ofl 6

'L, jil beteniio applic.i rr's personalEm:iladd'ess

::;5SeSSmenr,

] oiLei o^r'r, ,, "_d 
rrom Je . 6

inodenrel expendlture they incur including any m.d .ar

l]ofrination with a tcanned copy of the

by 2qll4gstLzlf€ ior t!4ania session

8. visa Requirernent

A I part clpanis ar-a requifed to havs a passpott val d for the dufation ot iheir nrended stay. The

respoisibi ity to obtaln tfave visas(ifapplicable)remainswiththeparticlpl]nts Sro!ldyourequrea

supporting letter kom LNTERPOLforyourvist appllcat on, please contact it4r. Javad GANIALI

According to our circular N".13/Dl/AGN/99 of 3l lafuary 2000, the INTERPOI G€nera 5€cfetariat no

onger rnakes hotel reservauons for participants. However, in order to he p participants lo make these

f€servatlons themselves/ please flnd enclosed th-. lists of recommended hotels for the two training

L Venue, date and hotelreservations

The Maria ses5ion wi be heid from 19'h to 23'h Febru.ry 2018 at 8/F The Rockwell Business Cente

To\,/er 2 Ortig.s Avefue, Pasig City, Metro Manili Priippifes 1.600.

Th€ Lyof sesslon will be h€ld frorn 26'h to 30'h March 2018 at th€ NTERPoL Genera Secretariat, 200

Quirl Charles de Ga!lle, 69006 LYON, FRANCE.

Please iind.it.ched the r€gi5tratiof iorm io s€nd ln your

padiclpanfs passport via e'mai to EDGCI-CD@interpo .int,

and by 26th Februarv 2018 ior Lyon sesslon.

Pa.ilcipants will be provided with flrfther detaik fegarding the training s!ch ds the agenda in due

course. li would be high y appreciated lf yo! co!ld suppo( this eveni rnd ,€nd your epreseftatives

o. elNllPDOr ^d.ar(edVdlda-eAnalsier d .rq.

For further consultation, please contact Mr. Sung lin HONG or Mr. Javad GANIALI, Digital Crime

Officers, INTERPOL Cyber Crim€ Dlrectorate, ar EDGCI'CD@interpol.int .

-,/ ,/ /

i'r/n'):" ir
S;lvino SCHLICKMANN Junior

Cybercrime Directorate

INTERPOL
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Manila and Lyon
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* Each applicant should send a duly compteted pre-Registration Forrn by e,Jnail to the
Cybercrinie Directorare, lcCI, at EDGCT_CD@interpol.ini

> For Manila Training before zOrHJanuary z01g
> For Lyon Trainilg before 26rH February 2018

i Each applicant should fjjl in the pre Regjstration Form by word processor and submr rr
as a Word document. Handwriting should be avoided.

a Each applicant sholrld filt in his/her name in the pre_Regktration Form exactly as rt is
writien on his/her passport_

.:. I rvoLrld like to arrend jr nManita Training DLyo| Tmining

'1 lfthe rcgistmtion for Manila Training feached rhe maxirnum capacity, I agree to be n.ansferred
to the Lyou training lisi.

vlsn Nol

Personaldetails Given name ({orename)
(exoctly as 6/ritten an passpott):
Fatnily name (exdctly os written

Date of bkthl (dd/mn/yyyy)

Current nationality:

Other nationalityGies):

P teg:jlJg!!E!!19!9!!21 !!!! passpot ti this Jorm

INTEItPOL For official !se onjy
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Telephone (with countrY

Mobile phone N!:

Experience
@rent/totesi 

one)'

iiiiliqhttinq your involvementin cybercrime"te!ated operdtiorts/investigatians'

Pieose canttnue ove

Total number of Yearj
experience in the area of

organization:

Job title:

pr"r." inaG'" aat" ot "e-flg!'re!ll 
kSfgl'

Descriplion of Your dutie! and

Job title:

Description of Vour duties and

resPonsibilitiesl


